IN THE CLAIMS : 

Please amend claims 1-18 and add new claims 19-27 as 
follows : 



1. (Amfended) A digital evidential camera system for 
detecting an alteration of image data obtained by photographing 
an object, comprising: 

a camera! including an image pickup unit for picking up an 
image of an olbject, and an encryption processing unit for 
generating alteration detection data using a built-in encryption 
key from the image data picked up by the image pickup unit; and 

an alteration detection unit for decrypting the alteration 
detection data generated by the encryption processing unit using 
a decryption keu corresponding to the encryption key, and for 
detecting whether the image data has been altered based on a 
result of the decryption; 

wherein the encryption processing unit generates the 
alteration detection data based on the encryption key, the image 
data, and data fori identifying a photographer. 



2. (Amended) ^A digital evidential camera system according 
to claim 1, 

wherein the encryption processing unit also utilizes data 
obtained by application of a predetermined function to the image 
data to generate the lalteration detection data. 
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3. (Amended) A digital evidential camera system according 
to claim 2 ,\ 

whereih the alteration detection unit detects whether or not 
the image data has been altered by comparing the data obtained by 
application of the predetermined function to the image data with 
data obtained by decrypting the alteration detection data using 
the decryption key. 

4. (Amended) A digital evidential camera system for 
detecting an Alteration of image data obtained by photographing 
an object, comprising: 

a camera lincluding an image pickup unit for picking up an 
image of an obnect, and an encryption processing unit for 
generating alteration detection data using a built-in encryption 
key from the image data picked up by the image pickup unit; and 

an alteration detection unit for decrypting the alteration 
detection data generated by the encryption processing unit using 
a decryption keyi corresponding to the encryption key, and for 
detecting whether the image data has been altered based on a 
result of the decryption; 

wherein the ^encryption processing unit generates the 
alteration detection data based on the encryption key, the image 
data, and data foi identifying a photographer; and 

wherein the encryption processing unit generates first data 
from the image data using the encryption key, generates second 
data from the image data using the data for identifying the 



photographer, and combines the first data and the second data 
into the alteration detection data. 




5. (Amended) A digital evidential camera system for 
detecting an alteration of image data obtained by photographing 
an object, comprising: 

a camera 1 including an image pickup unit for picking up an 
image of an object, and an encryption processing unit for 
generating alteration detection data using a built-in encryption 
key from the image data picked up by the image pickup unit; and 

an alteration detection unit for decrypting the alteration 
detection data generated by the encryption processing unit using 
a decryption key corresponding to the encryption key, and for 
detecting whethelr the image data has been altered based on a 
result of the decryption; 

wherein the lencryption processing unit generates first data 
from the image data using the encryption key, generates second 
data from the ima&e data using data for identifying the 
photographer, and Icombines the first data and the second data 
into the alteration detection data. 



6. (Amended) 1 A digital evidential camera system for 
detecting an alteration of image data obtained by photographing 
an object, comprisimg: 

a camera including an image pickup unit for picking up an 
image of an object, and a first encryption processing unit for 




generating flirst alteration detection data using a built-in 
encryption ktey from the image data picked up by the image pickup 
unit; 1 

an alteration detection unit for decrypting the first 
10 alteration detection data generated by the encryption processing 
unit using a decryption key corresponding to the encryption key, 
and for detecting whether the image data has been altered based 
on a result ofl the decryption; 

a storage! unit for storing data for identifying a 
15 photographer arid the encryption key; and 

a second encryption processing unit for generating second 
alteration detection data from the data for identifying the 
photographer; \ 

wherein thelfirst encryption processing unit generates the 
20 first alteration detection data based on the encryption key, the 
image data, and tie data for identifying the photographer; and 

wherein the second encryption processing unit is removably 
mounted on the camera. 

7. (Amended) 1 A digital evidential camera system according 
to claim 1, 1 

wherein the encryption processing unit generates the 
alteration detection data using the encryption key from a 
5 combination of the image data and the data for identifying the 
photographer . 
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8. '(Amended) A digital evidential camera system for 
detecting an\ alteration of image data obtained by photographing 
an object, comprising: 

a camera! including an image pickup unit for picking up an 
image of the opject, and an encryption processing unit for 
generating alteration detection data using a built-in encryption 
key from the image data obtained by the image pickup unit; and 

an alteration detection unit for decrypting the alteration 
detection data generated by the encryption processing unit using 
a decryption key corresponding to the encryption key, and for 
detecting whether the image data has been altered based on a 
result of the decryption; 

wherein the Icamera includes a mode selection unit for 
selecting at least one of an alteration monitor mode for 
detecting whether Ithe image data has been altered, a secure mode 
for encrypting the! image data transferred from the camera to the 
alteration detection unit, a digital watermark mode for embedding 
a digital watermark in the image data, and a normal mode for 
taking a photograph! without a security function. 

9. (Amended) |A decryption key acguisition/registration 
system comprising: 

a decryption kek^ server including a decryption key storage 
unit for storing a uhique identifier to the system and a first 
decryption key corresponding to a first encryption key generated 
as a key corresponding to the identifier, and a decryption key 
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output unit for generating alteration detection data for the 
first decryption key using the second encryption key and 
outputting the! alteration detection data together with the first 
decryption key;\ and 

a decryption key acquisition unit including a decryption key 
storage unit for storing the first decryption key acquired from 
the decryption Key server through communication means, and an 
alteration detection unit for decrypting, using a second 
decryption key corresponding to the second encryption key, the 
alteration detection data supplied from the decryption key server 
through the communication means and detecting whether the first 
decryption key hajs been altered based on a result of the 
decryption . 



10. (Amended)! A digital image editing system for detecting 
an alteration of i|mage data and editing the image data, 
comprising : 

a filing management unit for filing and managing the image 



data input thereto 
an alteration 
detection data attal 



through an image input unit; 

detection unit for decrypting first alteration 
ched to the image data by use of a decryption 



key corresponding to a first encryption key used for generating 



the alteration dete 
alteration detectio 
thereby to detect t 
an image editir 



:tion data, and for comparing the first 

data thus decrypted with the image data 
e alteration of the image data; 
g unit for processing the image data; and 
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an imabe file updating unit for generating second alteration 
detection data using a second encryption key other than the first 
encryption kiey from the image data processed by the image editing 
unit and editing history data output by the image editing unit, 
and for adding the second alteration detection data to the edited 
image data. 

11. (Amended) A digital image editing system according to 
claim 10, 

wherein tihe image file updating unit is removably mounted on 
the digital image editing system, and has stored therein 
information fot user authentication information and the second 
encryption key;! and 

wherein thfe second alteration detection data is generated 
using the second encryption key and the information for user 
authentication . 

12. (Amendec|) A digital image editing system according to 
claim 9, 

wherein the Editing history data is recorded in combination 
with the information for user authentication. 

13. (Amended)\ A digital image editing system according to 
claim 9, 

wherein the imkge data is stored in an external medium, and 
the image input unit inputs the image data from the external 
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storage medium! by connecting directly to the image filing unit or 
through a communication line. 

14. (Amended) A digital evidential camera system for 
detecting an alteration of image data obtained by photographing 



an object, comp 
a camera i 



rising : 

eluding an image pickup unit for picking up an 
image of an object, and an encryption processing unit for 
generating alternation detection data using a built-in encryption 
key from the imabe data picked up by the image pickup unit; and 
an alteration detection unit for decrypting the alteration 
detection data generated by the encryption processing unit using 
a decryption key borresponding to the encryption key, and for 
detecting whether! the image data has been altered based on a 
result of the decryption; 

wherein the ipage data comprises multiple resolution image 
data including a plurality of image data of different resolutions 
combined and store* in different sets; and 

wherein the encryption processing unit includes a selection 
unit for selecting tat least one image data having a desired 
resolution from the! multiple resolution image data in order to 
generate the alteration detection data. 
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15. (Amended) A digital evidential camera system according 
to claim 10, 

wherein the image data comprises multiple resolution image 
data including la plurality of image data of different resolutions 
combined and stored in different sets; and 

wherein the encryption processing unit includes a selection 
unit for selecting at least an image data having a desired 
resolution from! the multiple resolution image data in order to 
generate the alteration detection data. 

16. (Amended) A digital evidential camera system for 
detecting an alteration of image data obtained by photographing 
an object , comprising: 

a camera including an image pickup unit for picking up an 
image of an object, and an encryption processing unit for 
generating alteration detection data using a built-in encryption 
key from the image! data picked up by the image pickup unit; and 

an alterationldetection unit for decrypting the alteration 
detection data generated by the encryption processing unit using 
a decryption key corresponding to the encryption key, and for 
detecting whether the image data has been altered based on a 
result of the decryption; 

wherein the imaae data comprises multiple resolution image 
data including a plurality of image data of different resolutions 
combined and stored in different sets; 
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wherein \each of the multiple resolution image data is stored 
in units of al predetermined small block; and 

wherein the encryption processing unit generates the 
alteration defection data in units of the small block. 

17. (Amended) A digital evidential camera system according 
to claim 10, 

wherein the image data comprises multiple resolution image 
data including a plurality of image data of different resolutions 
combined and stpred in different sets; 

wherein each of the multiple resolution image data is stored 
in units of a predetermined small block; and 

wherein thel encryption processing unit generates the 
alteration detection data in units of the small block. 

18. (Amended)! A digital image editing system according to 
claim 10, 1 

wherein at least a part of the image file updating unit is 
removably mounted an the digital image editing system, and has 
stored therein editor information and the second encryption key, 
and 1 

wherein the seqond alteration detection data is generated 
using the second encryption key based on the image data, and data 
obtained by applying! a predetermined function from the editing 
history data output fly the image editing unit. 



\ 

19. (New) A digital evidential camera system according to 
claim 4, 

wherein th-* encryption processing unit also utilizes data 
obtained by application of a predetermined function to the image 
data to generate the alteration detection data. 

20. (New) A digital evidential camera system according to 
claim 19, 1 

wherein the alteration detection unit detects whether or not 
the image data hlas been altered by comparing the data obtained by 
application of trie predetermined function to the image data with 
data obtained by Idecrypting the alteration detection data using 
the decryption keW. 

21. (New) A digital evidential camera system according to 
claim 5, 1 

wherein the encryption processing unit also utilizes data 
obtained by application of a predetermined function to the image 
data to generate the alteration detection data. 

22. (New) A dagital evidential camera system according to 
claim 21, 1 

wherein the alteration detection unit detects whether or not 
the image data has been altered by comparing the data obtained by 
application of the predetermined function to the image data with 



data obtained by decrypting the alteration detection data using 
the decryption Mey. 

23. (New) k digital evidential camera system according to 
claim 6, \ 

wherein the encryption processing unit utilizes data 
obtained by application of a predetermined function to the image 
data to generate tlie alteration detection data. 

24. (New) A digital evidential camera system according to 
"laim 23, \ 

wherein the alteration detection unit detects whether or not 
the image data has been altered by comparing the data obtained by 
application of the predetermined function to the image data with 
data obtained by decrypting the alteration detection data using 
the decryption key. I 

25. (New) A digatal evidential camera system for detecting 
an alteration of image data obtained by photographing an object, 
comprising: I 

a camera including an image pickup unit for picking up an 
image of an object, and a first encryption processing unit for 
generating first alteration detection data using a built-in 
encryption key from the image data picked up by the image pickup 
unit; 1 
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an alteration detection unit for decrypting the first 
alteration detection data generated by the encryption processing 
unit using a decryption key corresponding to the encryption key, 
and for detecting whether the image data has been altered based 
on a result of the decryption; 

a storage mit for storing data for identifying a 
the encryption key; and 
cryption processing unit for generating second 
teration detection data from the data for identifying the 
photographer; 

wherein thel second encryption processing unit is removably 
mounted on the camera 



photographer anc 
a second er 



26. (New) fi digital evidential camera system according to 
claim 25, 

wherein the Encryption processing unit utilizes data 
obtained by application of a predetermined function to the image 
data to generate tlhe alteration detection data. 

27. (New) A\ digital evidential camera system according to 
claim 26, 

wherein the alteration detection unit detects whether or not 
the image data has been altered by comparing the data obtained by 
application of the predetermined function to the image data with 
data obtained by decrypting the alteration detection data using 
the decryption key. 
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